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Welcome back

You can add more learners. Keep it up! ©
= ] @ earners

oMN MOTe

40% of employees at Audit Corp have started. Share
We've created new content to help you and your learners during this time.
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Authenticate users with SAML SSO 4

Basics [ Identity provider settings ] 550 settings

Configure your ldentity provider 550 settings

Download the metadata file or view information in form fields and then import into your |dentity Provider

Download file || Or Load and copy information from fields

Cancel m
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3. KoY+« RFES—2 3> T [Select Data Source] #27Uw 2o LTH5S. [Import
data about the relying party from a file] Z#iRUT. LinkedIn 5 —Z—>0hN5457
SO—RURESP AT =T 7 IV ZERUET,

Select an option that this wizard will use to obtain data about ths relying pary:

) import data about the relying pady published online or on a local network
Use this option to import the data and centficates from a relyng party organization that publishes
2 federation metadata onine or on a natwork

Federation metadata addreas host name or URL)

Example: fs contoso com or htps //www contoso com/app

@ import data about the relyng party from a fle

&ohmnmhﬂ and cetficates from a relyng party organization that has
@ported ts federation metadata o a fle. Ensure that this file i from a tusted source. This wizard will not
valdate the source of the file.

Federation metadata file locaton:
|C \Users \admn'\ Documents \metadata xmi | | orowse. |

() Enter data about the relying pary manually
Use this option to manually nput the necessary data about this relying party organization

[ <Provious || Net> || Cancel |

4. [Specify Display Name] Z:&iRL THh5. [Display name] 7+ —J)L RICFRTR%
(5 TLinkedIn Learningl ) ZAHNUZET,



Specify Display Name

Steps Erter the display name and any aptional notes for this reling party.

@ Welcome Display nams:

@ Select Data Source | Linkeedin Leaming |
@ Specky Daglay Name |

@ Corfigure Mukifactor Erter your notes here | N

Authentication Mow?

@ Choose lssuance
Authonzation Fules

@ Raadyto Add Trust
@ Firush

5. [Configure Multi-factor Authentication Now?] Z#2Jw 2 L. [I do not want to

configure multi-factor authentication settings for this relying party trust at this
time] Z#ERULET,

Steps

@ Welcoms

@ Select Data Source
@ Specify Display Name

@ Configurs Multifactor
Authentication Now?

@ Choose lssuance
Authonzabion Rules

@ Readyto Add Trust
@ [Finish

Configure multifactor authentication settings for this relying party trust. Multi{actor authentication is required if
thens is a match for any of the speciie:d requirements.

'mw Global Seftings

Regurements  Lsers/Groups
Device
Location

) | do not want to configure multifactor authsntication settings for this nehying pasty trust at this tims.

() Configurs multifactor authsntication settings for this relying party tust,

You can slso configure multi-isctor suthentication sethings for this relying party trust by navigating to the
futhentication Policies node. For mone information, see Configuning Authentication Policies




6. [Choose Issuance Authorization Rules] Z:&R UL TH'S. [Permit all users to
access this relying party] Z#RUZE I,

Choose Issuance Authorization Rules

Steps Issuance authodzation nules determine whether a user is permitted to receive claims for the relying party
@ Welcome Choose one of the following options for the initial behavior of this relying party's issuance authodzation rues.

@ Select Data Source (®) Permit all users to access this relying pady

@ Spacty Olspluy Name The issuance authoazation ndes wil be configured to permt 2 users to access this relying party. The relying
@ Corfigure Mutifactor party service or appication may stil deryy the user access.

Authertication Now?

M:“"h_&lum The issuance authonzation rules will be configured to deny all users access to this relying paty. You must

later 3dd issuance authorzation nues to enable any users to access this relying pary.

() Deny ol users access to this relying party

@ Readyto Add Trust

Finish
. You can change the issuance authonzation rules for this relying party trust by selecting the relying party trust
and clicking Edt Claim Rules in the Actions pane.

7. [Finish] Z#R L TH'S. [Open the Edit Claim Rules dialog for this relying party
trust when the wizard closes] Z#RLT. [Close] Z0Uwv O ULZET,



The relying party tnust was successiully added to the AD F5 configuration database.
You can modify this nehang pary tnest by using the Properties dalog bo in the AD F5 Management snap-n_

[ Open the Edt Claim Rules dislog for this relying party trust when the wizard closes

8. [Issuance Transform Rules] %7 T [Add Rule...] Z&RLTHS, [OK] T UwW
OUET,



lssuance Transform Rules mmmlm&lmﬂhl

The following transform nules specify the daims that will be sent to the relying party.

Order Rule Name Issued Claims

9. [Add Transform claim Rule Wizard] D« > R2T. [Choose Rule Type] Z:&RUL
FY,

10. ROw FA > H'5 [Send LDAP Attributes as Claims] Zi#iRL. [Next] 20w
IUFET,



Select the template for the clam rule that you want to create from the following lst. The descrption provides

detais sbout each clam nie template.

Qam e template-
| Send LDAP Attrbutes as Ciaims v]

Clam nde template description:

Using the Send LDAP Attibute as Clams nule template you can select attributes from an LDAP attrbute
store such as Active Directory 10 send as claims to the relying party. Multiple attrbutes may be sent as
mukiple clams from a single nide using this nie type. For example, you can use this nie template 1o create
a rule that wil extract attrbute values for authenticated users from the displayName and telephoneNumber
Active Directory attributes and then send those values as two diferent outgoing claims. This rule may also
be used to send all of the user's group memberships. ¥ you want to only send indwvidual group
memberships, use the Send Group Membership as a Clam nue template.

11. [Configure Claim Rule] Z:&RUTH5. [Claim rule name] 7« —JL RIC&BTZ
AHDULFET,

12. [Attribute Store] ROw IS > T [Active Directory] Z:&RUE T,

13.XvEDIEERUET, UTICRIMBEZHERLFEIN, EO-—-X(CEUEZZE
RIBDZELEETEFET,
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You can corfigure this rule to send the values of LDAP atirbutes as clams. Select an attrbute store from
which to extract LDAP attributes. Specify how the attributes wil map to the outgoing claim types that wil be
issued from the nie

Clam rule name:

| Test App Ciaem

Rude template: Send LDAP Attrbutes as Claims

Atrbute store:

 Active Drectory v/
Mapping of LDAP attributes to outgoing claim types:

m“;“’(s“”“"”“’ Outgoing Claim Type (Select or type to add more)

User-Principal-Name Name 1D

E-Mai-Addresses E-Mal Address
Giveni-Name Given Name
Sumame Sumame

i LiIR— MERRFETZ(@DIL—TeDfzsb(C,  TH&HK] 1> T8PPI 7R EDENDERMAZ/E
MIDZENTEXT,
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General | Details | Certification Path |

L@/ certiicate nformation

This certificate is intended for the following purpose(s):

+ Al ssuance poldes
= Al application polices

Issued to;  Inkedin.com

Issued by: Inkedn.com

Valid from 5/17/2015 to 5/15/2026

nstal Certificate...| | 1ooe Staterment

[ o |

FEDD 1 > ROMKRSNBVGER, SEAEZA AR —ILUET,

15. [Install Certificate...] ZOUw 2O LT, D45 —RZHAZTET,
16. [Store Location] (C(&. [Local Machine] Z&ERULE T,



Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User

(®) Local Machine

To continue, chck Next.

17. [Next] Z0Uv O ULFET,
18. ) XMEE T. [Place all certificates in the following store] Z:#iRL. [Browse] %
TIvILET,



Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

19.[Trusted Root Certification Authorities] ZiERUET



Select the certificate store you want to use,

Trusted Root Certification Authorities

=) Entaree Trust

| Intermediate Certification Authorities
| Trusted Publishers

v
(I n I)

[ ] show physical stores

l

20. [OK] DIRIC [Finish] Z0Uw O UES. TNT. sEAE T+ > ROIE LR EEERR
HERICIRDET,
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21.2F 2 7)\w2 a7 TUXLET2 32T, [SHA-1] Fzld [SHA-256] Z&RUE
9,
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Montoring | Identfiers | Encryption | Signature | Accepted Claims |
Organization | Endpoints | Proxy Endpoints | Notes | Advanced

Specify the secure hash algorithm to use for this relying party trust.

Secure hash algorthm: | SHA-1

SAML SSO DEEFE

ADFS & LinkedIn 5—=>%JT SAML SSO Z&&&E T D(C(F. ROFINEZEFEITUE
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1. ADFS T [Endpoints] T (C#EEUL XTI,
2. Linkedln 5 —Z=>2h545F0>0O—RUJE SP X557 —4 XML 71 JLZFT.
AssertionConsumerService URL ZR DI T. IT> RRA> MIEEDHITET,



f5:  https://www.linkedin.com/checkpoint/enterprise/saml/1234567?application=learni
ng&applnstanceld=1234567&authModeld=1234567

DT+ —)L RI& Assertion Consumer Service URL (CYwW E> &N, SAML IEE
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4.

[SAML SSO TI1—Y —%&:%5L] EE T [SSO DFE] ZERULE T,
[XML D7 I)L27yTO—-R] 20 UvIULET,

Authenticate users with SAML SSO x

Basics dentity provider settings 350 settings

Configure the Linkedin service prowider 550 settings.

Upload XML file ) Manually enter values
; ¥

| Upload XML file

. AD>0O—RUK ADFS X595 =49 XML T 7 A )LZ#ERUE T,
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https://www.linkedin.com/checkpoint/enterprise/saml/1234567?application=learning&appInstanceId=1234567&authModeId=1234567
https://www.linkedin.com/checkpoint/enterprise/saml/1234567?application=learning&appInstanceId=1234567&authModeId=1234567

I' it il I Configure single sign-on

550 Defaudt Overricle

1 5850 connection m
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https://www.linkedin.com/checkpoint/enterprise/login/[accountid]?application=learning
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https://www.linkedin.com/checkpoint/enterprise/login/%5baccountid%5d?application=learning
https://www.linkedin.com/checkpoint/enterprise/login/1234567?application=learning
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e Google SSO
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https://docs.microsoft.com/en-us/linkedin/learning/sso-auth/sso-docs/sso-implementation
https://docs.microsoft.com/en-us/linkedin/learning/sso-auth/sso-docs/sso-google
https://docs.microsoft.com/en-us/linkedin/learning/sso-auth/sso-docs/lti-implementation
https://docs.microsoft.com/en-us/linkedin/learning/sso-auth/sso-docs/sso-okta
https://docs.microsoft.com/en-us/linkedin/learning/user-and-attribute-management/user-attribute-mgmt-docs/org-sync-bulk-csv#what-this-document-tells-you
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https://www.linkedin.com/help/learning/answer/78839
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